HanioHaabHa moJtinisg YKpaiHu nomepeakae mpo
maxpaucraa!

[laxpaiicpki nii pI3HOMAHITHI HACTUIBKH, HACKUIBKH PI3HOMAHITHI BITHOCHHU MIXK
moapsMu. BoHM € HaciiikoM 000pOTy TOBapiB, BUKOPUCTAHHS OHJIAMH CEpBICiB abo
OaHkiBCbKMX KapT. ToMy KoxHa cdepa mpuBepTae A0 cede 3TOBMHUCHHKIB, SKI
MOCTITHO BUHAXOSTH HOBI CITOCOOW PO3KPaaHHS TPOIICH.

[Ipote icHYIOThH 3arajibHi MPaBUIa, SIK1 IOIOMOXYTh HE CTaTH KEPTBOIO IIaxXpaiB.

® 3/IMCHIOBATH MOKYIKH TUIbKHM HA MEPEBIPEHUX caillTax

e nepeBipsatu URL-anpecy pecypcey (1omen)

® He BBOJUTH KOH(IAEHUINHI JJaHl, MapoJil Ta 1HIY 1H(OopMaIlito, 0 MOXKEe OyTH
BUKOPHUCTAaHA JJIsl TIITBEP/IKEHHSI TIATEXKIB

e y pa3i KymiBjl Ha mIaTGopMi OroJIONIeHh YTOUYHIOBATH JI€Talll YTOJU TIILKH B
yaTi 1i€l matGopmu 1 He MePEeXOIUTU B CTOPOHHI MECEHIKEPH

® OMMHATH TIOBIJOMJICHHS, SKI BHMAararOTb TEPMIHOBUX Jiii a00 BHAAIOTHCS
HAJTO NMPUBAOIMBUMHU HE IEPEXOAUTH 32 TOCHJIAHHAMM BiJ HE3HAHOMIIIB.

[Tam’siTaiiTe, MO maxpai rpatoTh HA 3HAHHI TICUXOJIOTIi Ta EMOLIN JFOAUHHU.

Biitna B YkpaiHi cTana marpyHTsM AJisl TOMIUPEHHS IaXpaiChKUX CXeM, 3aCHOBaHUX Ha
Bpa3JIMBOMY EMOIIIfHOMY ~ CTaHl  Ta  3JIOBXXKMBaHHI  BalllOl0  JIOBIPOIO.
[Tpu 11pbOMy KMITIMBICTH IIAXpaiB BUXOAUTH 32 PAMKH BXKe M0Ope 3HAHOMHX YKPaTHIISIM
adep, TOXK 3 SABISIOTHCS HOBI CcrocoOu oOmyKyBaHHs. HarioHanbHa — TOmiIis
VYkpainu po3noBiae Mpo HAWUMOMIMPEHINIT CXEMH IIaXpaiCcTB Ta OCHOBHI IpaBUja
0e31eKH, K1 JOMOMOKYTh BUKPUTH a(h)EepUCTIB.

IIpona:x nemeBUX TOBAPIB«3 PYK B PYKH»

S0 He3HaloM1 JIt0IM IPUNIIUIN JI0 Bac 1 IPONOHYIOTh KYIIUTH JIEIIE€B]1 TOBApU — OyAbTE
HacTtopoxi. Lle MoxkyTh OyTH 1maxpai! y Takuii criocid BOHM HaMararoThCs J1I3HATH- C4, 1€ BU
30epiraere cBOi 3a0I1aJKEHHS, @ TOTIM HEITOMITHO JJIsl BaC BUKPACTH T'POIIIi.

IMam’siTaiiTe: «0E3KOMTOBHUM CUP — TUTBKU B MHUIIIOJIOBIIIY.
1o poouTu?
1. He nyckaiiTe HE3HAMOMIIIB T0JIOMY.

2. 3amydiTh 0 PO3MOBH CYyCiJliB 200 3aTeneoHylHTe poiudaM: 1ie MOKe BIAJIIKATH 11axpais.
3. SIKmio 1o Bac MPUXOAWIIH IIaxpai, MOBIJOMTE PO 1€ MOJIecbkuM 32 HoMepom 102.

«I'pomioBa pepopma»

SIK110 10 Bac HaBIJAIOTHCS HE3HANOMIIL 1 CKaXKyTh, IO Y 3B SI3KY 3 IPOBEACHHIM IPOIIOBOI
pedopmu Tpeba 3aMIHUTH cTapi KyMOpy Ha HOBI, 3HaiTe: 11e -100% maxpai. ¥ Takuii crocid BoHU
HaMararThCsl MPUBJIACHUTH BCI Ballll 301 KEHHS.


https://www.npu.gov.ua/
https://www.npu.gov.ua/
https://cyberpolice.gov.ua/article/pravyla-bezpeky-u-kiberprostori--rekomendacziyi-kiberpolicziyi-1747/
https://cyberpolice.gov.ua/article/pravyla-bezpeky-u-kiberprostori--rekomendacziyi-kiberpolicziyi-1747/

1o poOoutTm?

He noBipsiiTe HE3HAMOMIISM 1 HE ITyCKaWTE 1X Y CBOIO JOMIBKY.

Po3kaxiTh mpo Bi3UT poauyam.

3aBk1Iu pagbTeCs 3 TAMH, KOMY JTOBIpsi€Te.

SIKI10 10 Bac MPUXOAMIIM IIaxpai, MOBIIOMTE PO i€ MoJieicbkuM 3a Homepom 102.

PonbE

«JI3BIHKM Bij IMeHI NpeACTABHUKIB 0aHKIB»

«Bamy kapty 3a070K0BaHOY», «3 BAaIIOTO PaXyHKY XOUyTh CIIHCATH I'POIIIi», «HOBI TIpaBUIIa i Yac
BOEHHOTO CTaHy» — 3I0BMHCHUKH, SIKi IIPE/ICTABIIAIOTHCS CIIBPOOITHUKAMH OaHKY,
BUKOPHUCTOBYIOTH Pi3Hi criocoOu, abu OTpUMaTH IOCTYI JI0 BalllnX 0aHKIBCHKUX KapTOK.

SIK TUTBKM HEB1IOMI MTPOCATH HAAATH HOMEP KapTKH, MIH-KOJ, KOJAOBE CJIOBO, TPH3HAYHUI HOMEp Ha
3BOPOTI KapTKHU 1 TEPMiH ii Jii abo 3k BBECTH Napoib, Akuil HagiimoB y CMC, 3HaiiTe: 11e — maxpai.
IMam’aTaliTe: HAaBITH B yMOBaX BiifHU CIIpaB)XHi CHIBPOOITHUKM OAaHKY HIKOJIM HE 3alUTYIOTh TaKy
iHdopmartiro.

Ilo poOoutTm?

1. Tloknamith CIyXaBKy.
2. TloeimomTe mpo mojio momineicbkum 3a HomepoM 102. «Bamr ponuy y 6iai»

Sxuio BaM TeneoHyoTh (4acTo BHOU1 @00 BpaHIli) Ta MOBIIOMIISIOTh, IO POJAUY OTpAnuB y 01y,
1 IpOCATH TepeiaTH IPoIlli — e MaxpaicTBo. 3MI0BMUCHUKH MOXKYTh BHJIaBaTH ceOe 3a CUHA/IOUKY,
OHYKa/OHYYKY, skl Haue0To notpanwiu y 611y (cxoinu ATII, onuaunucs y nomiuii Tomro). I1
MO’KYTb IPEACTABIISATUCS JIIKapsAMHU a00 NOTIIEHCHKUMU 1 TPOIIOHYBATH CBOIO JJOTIOMOTY Y
BUPILIEHH] «TIp0o0JIEeMU» 3a BUHATOPOJ1Y, SIKa MOXKE CTAHOBU-TH B1Jl TUCAYI1 JIO IECATKIB TUCAY
I'pUBEHb, & IHKOJIM —HaBITh KiJIbKa THCAY Jonapis CLLIP.

IMam’aTaiiTe: Tak AiIOTH maxpai!

1o poOoutn?

1. Tlokmanmith CIIyXaBKYy.
2. IlepesipTe, ae BaIl poauy.
3. TloBigomTe PO TOIiF0 MOMIEHCHKIM 3a HoMepoM 102.

«ConiajapHi BUILIATH i yac BIMHN»

«ITix yac BIfHU BU MOXKETE OTPUMATH COLIAJIbHY JIOTTOMOTY)» HaiuacTile maxpai HaJCUIar0Th CMC-
MOB1IOMJICHHSI ITPO OTPUMAHHS Pi3HOMAHITHUX BUILIAT BiJl OPraHiB Biaau abo 6aaroniiHux (GoHIIB
Ta IPOCAThH HA/IaTU TakKy 1H(OpMallito: Balll aHKETHI JaHi, HOMEp KapTKH, MH-KOJI, KOJ0BE CJIOBO,
TPU3HAYHUNA HOMEp Ha 3BOPOTI KapTKU 1 TEpMiH ii Aii.

IMam’siTaiiTe: HA3BaBIIM 111 /1aHI, BU HAJIA€TE IIaxXpasiM JOCTYI JIO BAIIOTO PaxyHKY, TOK BOHU
MO>KYTh BKPacTH BC1 Ballli 32011a/KEHHS.


https://cyberpolice.gov.ua/contacts/
https://cyberpolice.gov.ua/contacts/

o poOoutn?

=

[ToknaniTe cryxaBky.

2. 3BepHITHCS 10 CBOIX poANYIB a00 MPECTaBHUKIB BIaH 1 EPEeBIpTE, UM JIHICHO B MOKETE
OTpUMATH TaKi BUILIATH.

3. Slxmo BaMm TenedoHyBalu maxpai, MoBiIOMTE MPO 1€ MOMiIeHCHKUM 3a HoMepoM 102.

Burpaui npusis (aBT0,100yTOBA TEXHIKAa)

«Bu Burpanu aBromMo0ub a00 MOOYTOBY TEXHIKY»- HE IOCHIIIANTe BUKOHYBATH BCl HACTaHOBU
HE3HAWOMIIIB. 3a3BUYail Yy HAICIIAHOMY CMC BKa3aHUI HOMED, 32 SKUM MOXHA OTPUMATH JICTATbHY
iHdopmartito. Konu TenedoHyere, BaM pO3MOBIIAIOTH YMOBH, SKI IMOTPIOHO BUKOHATH, 100
OTpUMATH «Ipu3». SIK MpaBUIIO, BaM MPOIMOHYIOTH criaTUuTH 1% Big BapTOCTI BUTPAHOTO TOBApY.
Aute siK TUTBKH BH 1I€ 3p0OUTE, HE3HAMMIII TIEPECTAl0Th BUXOIUTH Ha 3B 30K 1 3HUKAIOTh.

IMam’siTaiiTe: TaK AiFOTH Mmaxpai!
1o poouTn?
1. Tlomymaiite, yu Opanu BU y4acTh y aKIisgX Y1 KOHKYpCaXx.

2. He nepepaxoByiiTe rpoiri He3HAHOMIISIM.
3. Slkmio BaMm TenedoHyBany mIaxpai, MOBiJOMTE MPO Iie MOTineHChKUM 3a HoMepom 102.



